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AOL Searcher No. 4417749
• AOL released 20 million web search queries – Research

purposes

• Identity is removed and is replaced by a searcher number

• Searches by Searcher No. 4417749
 “numb fingers”

 “60 single men”

 “dog that urinates on everything”

 “landscapers in Lilburn, Ga,”

 Search queries for several people with last name “Arnold”

• It was easy to trail these searches to find Thelma Arnold.

• Thelma Arnold's identity was betrayed by AOL records of her
Web searches.

• In this case even her poor dog Dudley’s problem was
revealed.
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Motivation Scenario

Is there correlation between 
treatment for

malaria and travel to high-risk 
areas?
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Possible Solutions

Trusted Party
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Limitations & Restrictions

• We cannot always re-write queries:
• One reason could be it does not satisfy differential privacy

• Another reason could be if there is no optimal way to encode 
them.

Also substring queries spreading across multiple data sources would 
not work.
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Privacy Budget

• Each server locally has a privacy budget

• It is the upper bound of information for a user to 
be revealed

• Each server will have a budget which it can spend.

• So each time a query is processed, its privacy cost is 
deducted from the budget.
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